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Abstract

In this paper, we propose the use of epistemic de-
pendencies to express data protection policies in
Controlled Query Evaluation (CQE), which is a
form of confidentiality-preserving query answering
over ontologies and databases. The resulting pol-
icy language goes significantly beyond those pro-
posed in the literature on CQE so far, allowing
for very rich and practically interesting forms of
data protection rules. We show the expressive abil-
ities of our framework and study the data com-
plexity of CQE for (unions of) conjunctive queries
when ontologies are specified in the Description
Logic DL-Liteg. Interestingly, while we show
that the problem is in general intractable, we prove
tractability for the case of acyclic epistemic depen-
dencies by providing a suitable query rewriting al-
gorithm. The latter result paves the way towards
the implementation and practical application of this
new approach to CQE.

1 Introduction

Controlled Query Evaluation (CQE) is a confidentiality-
preserving query answering approach that protects sensitive
information by filtering query answers in such a way that
a user cannot deduce information declared confidential by
a data protection policy [Biskup, 2000; Biskup and Bonatti,
2004; Bonatti and Sauro, 2013; Cuenca Grau et al., 2013].

In CQE, one crucial aspect concerns the expressiveness of
the policy language, which determines the form of the logic
formulas definable in the policy, consequently influencing a
designer’s capacity to declare which pieces of information
must not be disclosed. Previous literature has mainly consid-
ered only policies consisting of sentences, i.e. closed formu-
las, as in [Sicherman et al., 1983; Biskup and Bonatti, 2004;
Bonatti and Sauro, 2013; Lembo ef al., 2019]. Through this
approach, it is only possible to impose that the truth value of
a sentence in the policy cannot be inferred from the system
by asking queries. For example, [Lembo et al., 2019] study
CQE when policy statements take the form VZ(q(Z) — L),
referred to as denial. Enforcing one such denial over the data
means refraining from disclosing the inference of the Boolean

conjunctive query (BCQ) 3% ¢(Z) by the system, even if the
inference has occurred. For instance, the rule

01 = Yz, y(Patient(z) A admitted(z,y) — 1)

says that it is confidential whether there exists a patient admit-
ted in a hospital department. However, if the aim is to hide
admitted patients, the above dependency is imposing an ex-
cessively stringent level of protection, since it is denying the
presence of patients in the hospital to protect their identity,
which is implausible in practice. A more effective approach
would be instead to require that the system must not answer
the open query g(z) : Jy(Patient(z) A admitted(z,y)). In-
tuitively, specifying a rule of this kind means imposing that
the set of patients that the system knows to be admitted to the
hospital has not to be disclosed.

To properly capture this behavior, we propose to use an
epistemic operator K in policy formulas, in the spirit of [Cal-
vanese et al., 2007b; Console and Lenzerini, 2020]. This al-
lows us to formalize the epistemic state of the user, that is,
what the system can tell to the user without disclosing sensi-
tive information. In our example, the policy rule is as follows:

by = Vo (K Jy(Patient(z) A admitted(z,y)) — K1)

Rule 2 imposes that, in the epistemic state of the user, the set
of admitted patients must be empty (but this does not exclude
that the user knows that some patients have been admitted).

In fact, our proposal enables us to accomplish more than
just that. In a more advanced scenario, concealing the rela-
tionship between a patient and a hospital should apply only
if the patient has not signed a consensus form. This can be
expressed by the following formula:

b3 = Vo (K Jy(Patient(x) A admitted(z, y)) —
K Consent(z))

Intuitively, the formula is saying that if a user knows that a
patient has been admitted, then she must know that the pa-
tient has signed a consensus form. Thus, if a patient did not
sign a consensus form, the system cannot disclose that this
patient has been admitted. In general, this kind of policy is
well-suited for encoding the principle of privacy by default,
which is a desirable property in data protection (as expressly
outlined in Article 25 of GDPR [European Union, 2016]).
We remark once again that policy rules of the form just de-
scribed have not been previously considered in the literature.
It is however worth noticing that in [Cuenca Grau et al., 2015]
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CQE is studied for a policy consisting of one single open CQ.
In this latter framework, a rule analogous to d5 of our example
can be in fact specified, but richer policies, as those requiring
more denials and/or rules as d3 above, are non-expressible.
Formulas as do and d3 are called epistemic dependencies
(EDs). EDs have been originally introduced in [Console and
Lenzerini, 2020] to express integrity constraints in ontology-
based data management and are indeed a special case of
domain-independent EQL-Lite(CQ) sentences [Calvanese et
al., 2007a]. In the present paper, we use EDs as policy rules
that must be satisfied to preserve data confidentiality over
Description Logic (DL) ontologies. Similarly, integrity con-
straints must be satisfied to guarantee data consistency. How-
ever, our aim is totally different from that of [Console and
Lenzerini, 2020], whose focus is on consistency checking.
After defining the policy language, to completely charac-
terize our CQE framework, we need to specify its semantics.
This issue is addressed in CQE through censors. In this pa-
per, we use CQ-censors introduced in [Lembo er al., 2019].
In a nutshell, given an ontology O, an optimal CQ-censor is a
maximal subset C of the set of all BCQs inferred by O, such
that C coupled with the intensional component of O (i.e. its
TBox T) satisfies all rules in the policy (i.e. no secrets are
disclosed through standard query answering over 7 U C). As
in [Lembo et al., 2019], we then define CQE as the problem
of computing the query answers that are in the intersection
of the answer sets returned by all optimal censors. We call
this problem SC-entailment (Skeptical entailment under CQ-
censors). This form of CQE does not suffer from the problem
of having to arbitrarily select an optimal censor among sev-
eral incomparable ones (see e.g., in [Bonatti and Sauro, 2013;
Cuenca Grau et al., 2015]). CQ-censors are particularly in-
teresting from a practical perspective, since, for ontologies
specified DL-Liter [Calvanese et al., 2007b] (a DL suited for
modelling data-intensive ontologies) and policies expressed
as denials, SC-entailment of BCQs is tractable in data com-
plexity [Lembo ez al., 2019]. One of this paper’s aims is then
to study data complexity of SC-entailment of BCQs under
epistemic policies for DL-Liter ontologies, with the ultimate
goal of identifying conditions ensuring its tractability.
Besides the computational complexity study, we also carry
out an analysis of the robustness of SC-entailment with re-
spect to confidentiality-preservation. In [Biskup and Weibert,
2008; Bonatti and Sauro, 2013; Bonatti, 2022], it is shown
that censoring mechanisms based on an indistinguishability
criterion are indeed more secure than others. In abstract
terms, according to such a criterion, confidentiality is guaran-
teed only if query answers returned over a data instance with
sensitive information coincide with those returned over a data
instance without secrets (which is thus indistinguishable from
the other instance). In this paper, we investigate whether the
entailment we consider enjoys indistinguishability.
Specifically, our main results are for ontologies in
DL-Liter and policies that are sets of EDs. In more detail:

* As for indistinguishability, we show that SC-entailment
of BCQs preserves confidentiality as defined in [Biskup
and Weibert, 20081, but that this result does not carry
over to unions of BCQs (BUCQs). We however prove
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Query | Confidentiality Data
Policy |language| preservation complexity
SC-ent. [IC-ent. | SC-ent. [ IC-ent.
Acyclic | BCQ yes in AC?
Arbitrary | BCQ yes coNP-c
Acyclic | BUCQ no yes |in AC” [in AC”
Arbitrary | BUCQ no yes | coNP-c | coNP-c

Table 1: Results on data complexity and confidentiality preservation.
coNP-c stands for coNP-complete.

that the property holds even for BUCQs in the case of
IC-entailment, a sound approximation of SC-Entailment
that considers a single censor given by the intersection
of all optimal CQ-censors (Section 4);

¢ We show that SC-entailment and IC-entailment of BCQs
and BUCQs are coNP-complete in data complexity
(Section 5.1);

e For acyclic EDs, we exhibit a rewriting algorithm that
allows us to prove that SC-entailment and IC-entailment
of BCQs and BUCQs are first-order rewritable, and thus
in ACY in data complexity (Section 5.2).

Our results are summarized in Table 1. An extended ver-
sion with complete proofs can be found in [Cima et al., 2024].

2 Preliminaries

We employ standard notions of function-free first-order logic
(FO), and consider FO formulas using only unary and binary
predicates called concepts and roles, respectively, as in De-
scription Logics, which are fragments of FO suited for con-
ceptual modeling [Baader et al., 2020]. We assume the exis-
tence of pairwise-disjoint countably-infinite sets I'c, I'r, I'y,
I'n, and 'y, containing atomic concepts, atomic roles, con-
stants (also known as individuals), labeled nulls, and vari-
ables, respectively. An FO formula ¢ is sometimes denoted
as ¢(T), where 7 is the sequence of the free variables occur-
ring in ¢. We also use the term guery as a synonym of FO
formula and Boolean query as a synonym of closed FO for-
mula (also called sentence). An FO theory ® is a set of FO
sentences. The semantics of ® is given in terms of FO inter-
pretations over I'c UT'g U T'7.W.Lo.g., we consider interpre-
tations sharing the same infinite countable domain A = T'y,
so that every element in I'; is interpreted by itself. In other
terms, we use standard names, as often customary when one
deals with epistemic operators [Calvanese ef al., 2007a]. We
write eval(¢,T) to indicate the evaluation of an FO sentence
¢ over an FO interpretation Z. A model of an FO theory & is
an FO interpretation satisfying all sentences in ®. We say that
® entails an FO sentence ¢, denoted by & |= ¢, if eval(¢,Z)
is true in every model Z of ®.

A Description Logic (DL) ontology O = T U A consists
of a TBox 7 and an ABox 4, representing intensional and
extensional knowledge, respectively. In this paper, an ABox
is a finite set of atoms using predicate symbols from I'c UT'r
and terms from I'; UT" 5 (ABoxes of this form are also called
quantified ABoxes [Baader et al., 2020]). A model of an on-
tology 7 U.A is any model of the FO theory 7T U{3Z ¢ 4(Z)},
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where 7 is a sequence of variables from 'y and ¢ 4 (%) is the
conjunction of all the atoms of A in which each labeled null
is replaced with a distinct variable x € Z. With a little abuse
of notation, we sometimes treat an ontology 7 U A (resp.
A) as the FO theory T U {3Z ¢ 4(Z)} (resp. {IZ pa(T)}).
For instance, this allows us to write 7 U A = ¢ to intend
T U{3Z¢4(Z)} = ¢, where ¢ is an FO sentence.

Our complexity results are given for ontologies expressed
in DL-Lite , a member of the well-known DL-Lite family of
DLs [Calvanese et al., 2007b]. A DL-Liter TBox 7 is a fi-
nite set of axioms of the form B C B’ and R T R’ (called
concept and role inclusions), or B C =B’ and R C —-R’
(called concept and role disjointnesses), where B and B’
(resp., R and R’) are predicates of the form A, 35 or 35~
(resp., S or S7) such that A € T'¢, S € T'g, S~ is the in-
verse of S, and the unqualified existential restrictions 35 and
35~ represent the set of objects appearing as the first and
second argument of S, respectively.

As usual when studying query answering over DL ontolo-
gies, we focus on the language of conjunctive queries (and
variants thereof). A conjunctive query (CQ) takes the form
of an FO formula 35¢(Z, §), where £ U § C I'y and ¢(Z, %)
is a finite, non-empty conjunction of atoms of the form a(t_),
where o € I'c UT'g, and each term in {is either a constant in
I'; or a variable in £ U g. We also consider the special CQ L
and assume that eval(L,7) is false for every FO interpreta-
tion Z. A union of conjunctive queries (UCQ) is a disjunction
@1(Z) V ...V gn(Z) of CQs. For convenience, sometimes
we treat UCQs as sets of CQs. Boolean CQs and UCQs, for
short, are respectively indicated as BCQs and BUCQs.

Given a CQ ¢, we denote by Len(q) the number of atoms
in . Given a UCQ ¢, MaxLenCQ(q) = maxy eq Len(q’).
We denote by BCQ (resp. BUCQ) the language of all the
BCQs (resp. BUCQs), and, for a positive integer k£, by BCQ,,
(resp. BUCQ,,) the language of BCQs (resp. BUCQs) ¢ such
that Len(q) < k (resp., MaxLenCQ(q) < k). Given a TBox
T, an ABox A, and a Boolean query language £, C BCQ,
we denote by L,-Cons(T U A) the set of Boolean queries
q € L, that are logical consequences of 7 U A. Formally:
Lg-Cons(TUA)={qe Ly | TUAEq}

A ground substitution for a sequence ¥ = x1,...,x) of
variables is a sequence of constants ¢ = ¢y, . .., c,. Further-
more, if Z are the free variables of a FO formula ¢(Z), we
indicate as ¢(¢) the FO sentence obtained from ¢(Z) by re-
placing each z; with ¢;, for 1 <17 < k.

We recall that query answering of UCQs in DL-Liteg is
first-order rewritable, i.e. for every DL-Litex TBox 7T and
UCQ ¢(Z), it is possible to compute an FO query ¢,.(Z) such
that, for every ground substitution ¢ of Z, 7 U A = ¢(C)
iff A = ¢-(¢). To compute ¢,-(Z), we use the algorithm
PerfectRef presented in [Calvanese et al., 2007b], for which
the following property holds.

Proposition 1. Let T be a DL-Liter TBox and let q(Z) be a
UCQ. For every ABox A and every ground substitution ¢ for
Z, we have that TUA |= ¢(C) ifand only if A |= ¢, (C), where
q,(Z) = PerfectRef(q(Z), T).

We point out that, by construction, ¢, = PerfectRef(q,T)
is a UCQ and that MaxLenCQ(q,) = MaxLenCQ(q).

3 Framework

In this section, we describe our CQE framework. We first
give the notion of epistemic dependencies that we use in the
policies, then present the notion of censor, and finally provide
two notions of query entailment in our novel framework.

Epistemic dependencies. The policy P of our framework
is a finite set of epistemic dependencies, each of which can
be seen as a domain-independent EQL-Lite(CQ) [Calvanese
et al., 2007a] sentence defined as follows.

Definition 1. An epistemic dependency (ED) is a sentence ¢
of the following form:

V&, Zo(Kqp (71, T2) = Kaqn(Zz)) 9]

where q,(Z1, T2) is a CQ with free variables 1 U T, qp,(T2)
is a CQ with free variables ¥5, and K is a modal operator.
The variables T are called the frontier variables of 0.

Intuitively, an ED of form (1) should be read as follows:
if the sentence ¢;(C1, C2) is known to hold, then the sentence
qn(C2) is known to hold, for any ground substitutions ¢; and
Cs for &1 and s, respectively. More formally, we define when
an FO theory  satisfies an ED ¢, denoted ® =gq d. To this
aim, we consider the set E' of all FO models of ®, and say
that & |=gqL 0 if, for every ground substitutions & for &
and ¢, for Z, the fact that eval(qy,(¢1, ¢2), Z) is true for every
T € E implies that eval(qy,(¢2),T) is true for every Z € E.

We say that @ satisfies a policy P (denoted @ |=gqL P) if
O satisfies §, for each § € P. We remark that, as already said,
EDs of the form (1) have been originally introduced in [Con-
sole and Lenzerini, 20201, although in a slightly more gen-
eral form, to express integrity constraints in ontology-based
data management.Then, the notion of ED satisfaction defined
above is essentially as in [Console and Lenzerini, 2020].

Example 1. Suppose that company C 4 wants to share cer-
tain user-profiling data with a company Cp for targeted ad-
vertising. This is not allowed in general, but only in some
countries with a special regulation that enables sharing based
on the users’ consent. C4 may use the following ED in the
policy to enable Cp to access only data compliant with the
above requirements:

04 = Vu, y(KprofiIedActivity(x, y) —

K 3z(citOf (z, 2) A SR(2) A Consent(z)))
In the rule, profiledActivity associates a user with her
profiling-data, citOf relates a user to the country of which
she is a citizen, SR denotes countries with special regulation,
and Consent denotes users who have given their consent.

Suppose that C 4 also wants Cp not to be able to associate
a user with her real identity, and that this is possible by col-
lecting the person’s name and her date of birth at the same
time. To this aim, C 4 also specifies the following ED:

65 = Va,y, z(K (name(z, y) A dateB(z,2)) - K1) =
CQ-censors. As already said, censors are used to enforce
confidentiality on an ontology coupled with a data protection
policy. Among various definitions of censors proposed in the
literature, we adapt here the one investigated in [Lembo et
al., 2019] to properly deal with policies constituted by sets
of EDs. To this aim, it is convenient to first define CQE in-
stances in our novel epistemic CQE framework.
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Definition 2 (CQE instance). An L7 CQE instance is a triple
E = (T, A, P), where T is a TBox in the DL L1, A is an
ABox such that T U A has at least one model, and P is a
policy (i.e., a finite set of EDs) such that T EgqL P.

Hereinafter, if the DL L is not specified, we implicitly
intend any possible DL.
The notion of (optimal) CQ-censors is then as follows.

Definition 3 ((optimal) CQ-censor). A CQ-censor of a COE
instance £ = (T, A, P) is a subset C of BCQ-Cons(T U A)
such that T UC EgqL P.

An optimal CQ-censor of a CQE instance £ = (T, A, P)
is a CQ-censor of £ such that there exists no CQ-censor C' of
E such that C' O C. We denote by OptCQCens(E) the set of
optimal CQ-censors of £.

Entailment. As in [Lembo e al., 2019], in this paper CQE
amounts to reason over all the possible optimal censors, ac-
cording to the following definition of SC-entailment.

Definition 4 (SC-entailment). A CQE instance & =
(T, A, P) Skeptically-entails a BUCQ ¢ under CQ-Censors
(in short, SC-entails q), denoted by € \=sc q, if TUC [ q
Sor every C € OptCQCens(E).

We also consider the following sound approximation of
SC-entailment.

Definition 5 (IC-entailment). A CQE instance & =
(T, A, P) entails a BUCQ ¢ under the Intersection of CQ-
Censors (in short, IC-entails ¢), denoted by £ =ic q, if
T UCint (8) ): q, where Cipy (5) = ﬂCGOptCQCens(S) C.

Example 2. Consider the CQE instance & = (T, A,P),
where T = (), P = {04, 05}, with 64 and 35 being the EDs
illustrated in Example 1, and the ABox A is as follows:

A = {profiledActivity(p1, act; ), Consent(ps ), citOf (p1, n1),
SR(n1),name(py,ann), dateB(py, datey ),
profiledActivity(pa, actp), citOf (p2, n1) },

where ny € I' y while all the other terms used in A are con-
stants in I'1. Now, consider the following four BCQs:

¢1 = Jy (profiledActivity (p1, acty) AcitOf (p1, ¥) ASR(y))

g2 = profiledActivity(p2, actp)

qs = Ty profiledActivity(y, act)

g4 = profiledActivity(p1, act;) A name(py,ann)
For X € {SC, IC}, one can verify that £ =x q1 because p;
gave the consent and she is a citizen of some country (n1) with
special regulation. Conversely, one can see that £ ~x qo be-
cause py did not give the consent. Nevertheless, it is easy
to verify that q3 € C for each optimal CQ-censor C of &,
and therefore £ |=x qs. Finally, we have that £ [£x q4
because there exists an optimal CQ-censor C of £ such that
dateB(p1, dater) € C, thus implying that name(py,ann) &€ C
(otherwise s would be violated). [

In the above example, note that SC- and IC-entailment co-
incide for all queries. As shown in the subsequent result, this
always holds in the case of entailment of BCQ:s.

Theorem 1. For every CQE instance £ = (T, A, P) and for
every BCQ q, we have that £ =sc q iff € Eic q.

Proof. First, it is easy to verify that, for every C that is an
optimal CQ-censor of &, and for every BCQ ¢, T UC [ ¢

iff ¢ € C; moreover, T U Cint(€) = ¢ iff ¢ € Cine(E). Now,
let ¢ be a BCQ. If £ =sc g, then ¢ belongs to all the optimal
CQ-censors of &, and thus ¢ € C;,t(€), which implies that
& Eic g Conversely, if £ sc g, then there exists an optimal
CQ-censor of £ that does not contain ¢, hence ¢ & Cini(E),
which implies that £ [~ g. O

On the other hand, the next example shows that the same
result does not hold for entailment of BUCQs.

Example 3. Recall Example 2, and consider the BUCQ q =
name(p1, ann)VdateB(p1,datey). While we have that £ =sc
q, because either name(py, ann) € C or dateB(py, date;) €
C holds for every C € OptCQCens(E), it is easy to see that
& Wic q as neither name(py, ann) nor dateB(p1, datey ) be-

long to Cint (5) = mCeOPtCQCens(:‘:) C. .

4 Confidentiality Preservation

In this section, we investigate the notion of confidential-
ity used in this paper. We adopt a similar approach to the
one described in [Biskup and Weibert, 2008] for relational
databases. Intuitively, under such an approach an entailment
semantics preserves confidentiality if, for every CQE instance
(T, A, P) and every finite set Q of queries, the answers to
such queries are the same as if they were obtained from an-
other CQE instance (7", A’, P) such that T U A’ =gqL P.
We now describe this property formally. First, for a TBox
T, apolicy P, two ABoxes A and A’, a set Q of BUCQs, and
X € {SC, IC}, we say that A and A’ are Q-indistinguishable
for X -entailment with respect to (T, P) if, for every ¢ € Q,
we have that (T, A, P) E=x qiff (T, A", P) Ex q.
Definition 6. Given a query language L, C BUCQ and a DL
L, for X € {SC, IC}, we say that X -entailment preserves
confidentiality for L, in L7 if, for every L+ CQE instance
(T, A, P), and for every finite set Q C L, there exists an
ABox A’ such that (i) TUA’ Eequ P and (ii) A and A’ are
Q-indistinguishable for X-entailment w.r.t. (T, P).

For both SC-entailment and IC-entailment, we now inves-
tigate confidentiality-preservation for BUCQ in DL-Liter.

Hereinafter, with a slight abuse of notation, given a policy
P, we denote by MaxLenCQ('P) the maximum length (num-
ber of atoms) of a CQ occurring within the scope of the K
operator in P.
Proposition 2. Let £ = (T, A, P) be a DL-Liter CQE in-
stance. For every integer k > 0, there exists a DL-Liter, COQE
instance &' = (T, A’,'P) such that (i) T U A’ EgqL P and
(i%) for every ¢ € BCQ\, € =sc q iff £ Esc q.
Proof (sketch). Let A’ be the ABox isomorphic to the
finite set of BCQs {¢ € BCQ,, | & |l=sc ¢}, where
h = max(k,MaxLenCQ(P)). Tt is easy to verify that
T UA [gqu P, from which it follows that £ sc g iff
&' k=sc ¢ for every g € BCQ;,. O

With the above property at hand, we can prove that SC-
entailment preserves confidentiality for BCQ in DL-Liteg.
We show, however, that the same does not hold for BUCQ.

Theorem 2. SC-entailment preserves confidentiality for
BCQ in DL-Liter, whereas it does not preserve confidential-
ity for BUCQ in DL-Lite.
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Proof. The first statement is an easy consequence of Propo-
sition 2, when we assume that k is the maximum length of a
BCQ in Q. For the second statement, we give a counterexam-
ple. Let & = (T, A, P), where T = 0, A = {C1(0),C3(0)}
and P = {Va(K(Cy(x) A Co(x)) — KL)}. Consider also
the BUCQ ¢ = C4(0) V Cz(0). It is easy to see that no ABox
A’ is such that T U A" |=gqu P, and A and A’ are {¢}-
indistinguishable for SC-entailment w.r.t. (7, P). O

The above proof also shows that SC-entailment does not
preserve confidentiality for BUCQ in DL-Liteg even when
EDs are restricted to be acyclic (see Definition 8).

However, it turns out that confidentiality in the case of
BUCQs in DL-Liter, is preserved by IC-entailment.

Proposition 3. Ler £ = (T, A, P) be a DL-Liter CQE in-
stance. For every integer k > 0, there exists a DL-Liter CQE
instance &' = (T, A', P) such that (i) T U A" =gqL P and
(i%) for every ¢ € BUCQ,, € =ic qiff €' Eic q.

From the above property, we get the following result.

Theorem 3. I[C-entailment preserves confidentiality for
BUCQ in DL-Lite.

S Algorithms and Complexity Results

In this section, we analyze the data complexity of SC- and
IC-entailment of B(U)CQs for DL-Liteg CQE instances.

We study the decision problems associated with the query
answering problem under SC- and IC-entailment. Specif-
ically, we consider the following recognition problem X-
RECIL,], which is parametric w.r.t. a Boolean query lan-
guage L, and X € {SC, IC}:

Input: A DL-Liteg CQE instance £ =
a Boolean query q € £,
Question: Does £ =x ¢?

(T, A,P),

We are interested in the data complexity [Vardi, 1982] ver-
sion of the above problem, which is the complexity where
only the ABox A is regarded as the input while all the other
components are assumed to be fixed.

5.1 Arbitrary Policies

We start by analyzing the complexity of SC-entailment of
BCQs and BUCQs.

Lemma 1. SC-REC[BCQ] is coNP-hard in data complexiry.

Proof (sketch). We show a reduction of 3-CNF, a well-known
NP-hard problem, to the complement of SC-REC[BCQ]. Let
T be the empty TBox, and let PP contain the following EDs:

Vo, y,v,2 (K(C’l (,y) ANVi(z,0) AV (y,v)A
N(z,2) AS(z)) = KS(z))
Vm,y,v,z( (Co(z,y) A Va(z,v) AV (y,v)A
N(z,2) AS(z)) = KS(2))
Vm,y,v,z( (Cs(z,y) A Va(z,v) AV (y,v)A
N(z,z) AS(z)) = KS(2))
Vo (K(V(z, f) AV (z,t)) = K1)

Given a 3-CNF formula ¢ with m clauses, we rep-
resent every clause of ¢ in the ABox A through the
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roles C1,Co,C5,V1, Vo, V3 e.g., if the i-th clause of
¢ is —a V b V —¢, we add to A the assertions
C’l(i,a),Cg(i,b),C’g(i,c),Vl(z',f),Vg(i,t),Vg(i,f). More-
over, A contains the assertions

{V(a,f),V(a,t) | a € PV(¢)} U
{8(),N(i,i+1)|1<i<m}
where PV(¢) are the propositional variables of ¢. It can be
verified that ¢ is satisfiable iff (0, A, P) fesc S(1). O

In order to prove a matching coNP upper bound for SC-
REC[BUCQ], we introduce a notion of consequences of a
set of BCQs C with respect to a TBox 7 and a policy P.

Definition 7. Let T be a DL-Lite, TBox, P a policy and
C C BCQ. We define PolicyCons(T,P,C) as the smallest set
S C BCQ such that:

(i) CCS;

(ii) for every ED VT, To(Kqy(Z1,%2) — Kqn(Zs)) in P
and ground substitutions 1 and to for ¥ and X, re-
spectively, if T US = qp(t1, t2) then gi(t2) € S.

It can be immediately verified that PolicyCons(T,P,C)

can be computed in polynomial time w.r.t. the size of C.

The following property can be easily derived from the pre-
vious definition and the definition of optimal CQ-censor.

Lemma 2. Let £ = (T, A, P) be a DL-Liter CQE instance.
For every C C BCQ, there exists an optimal CQ-censor of £
containing C iff PolicyCons(T, P,C) C BCQ-Cons(T UA).

We are now ready to provide an algorithm for checking
SC-entailment of BUCQs.

Algorithm 1: SC-Entails(&, q)

input: DL-Litez CQE instance & =
BUCQ ¢
1 k < max(MaxLenCQ(q), MaxLenCQ(P));
2 if there exists C C BCQ,,-Cons(T U A) such that:
(1) TUC EeqL P and
(#1) T UC }~ g and
(31) forevery ¢’ € BCQ,-Cons(T UA)\C,
PolicyCons(T,P,CU{¢'}) € BCQ,,-Cons(T U A)

3 then return false;
4 return true;

(T, A,P),

Example 4. Let & = (T, A, P), where T = {AC D}, P =
{Va(K(D(x) A C(x)) — K1), Ve(KB(z) = KA(x))},
and A = {A(0), B(0),C(0)}

Let now C be a maximal subset of BCQ,-Cons(T UA) such
that T UC = A(o) V B(0) V D(0). One can see that, for the
BCQ q = B(0), SC-Entails(E, q) returns false as C satisfies
conditions (1), (i), and (#i1) of the algorithm. In particular,
PolicyCons(T,P,C U {q}) contains B(0), A(o), D(o), and
L, hence it is not a subset of BCQ,-Cons(T U A). "

Lemma 3. Let £ = (T, A, P) be a DL-Liter, CQE instance,
and let ¢ be a BUCQ. The algorithm SC-Entails(E, q) returns

true iff € Esc q.
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Proof (sketch). First, using Lemma 2, it is easy to derive
that a set of BCQs C satisfying conditions (i), (ii), and (iii)
exists iff there exists an optimal CQ-censor of £ containing C
and not containing ¢ (and hence iff £ t~sc ¢). Then, it can
be shown that, for a DL-Litex TBox 7 and a set of BCQs C
that is closed under subqueries (i.e. for every BCQ g € C, C
contains all the subqueries of ¢), T UC = qiff T UCy, [ ¢,
where h = MaxLenCQ(q) and C, = C N BCQy,. This is the
key property that allows us to prove that, if a set of BCQs C
satisfying conditions (i), (ii), and (iii) exists, then there exists
aset of BCQs C C BCQ,,-Cons(T U A) satisfying such con-
ditions, which implies the correctness of the algorithm. [

The next theorem follows from Lemma 1, Lemma 3, and
from the fact that the previous algorithm can be executed in
nondeterministic polynomial time in data complexity.
Theorem 4. SC-REC[BUCQ] is coNP-complete in data
complexity.

We now give a second algorithm, which makes use of the
above algorithm SC-Entails to check IC-entailment.

Algorithm 2: IC-Entails(&, q)
input: DL-Liteg CQE instance £ = (T, A, P),
BUCQ ¢
1 foreach BCQ ¢’ € g do
2 | if SC-Entails(&, ¢’) then return true;
3 return false;

Lemma 4. Let £ = (T, A, P) be a DL-Liter, CQE instance
and let g be a BUCQ. The algorithm IC-Entails(E, q) returns
true iff € =ic q.

Proof. First, from Definition 5, if 7 is a DL-Liteg TBox,
then £ |=1c ¢ iff there exists a BCQ ¢’ € g suchthat & = ¢'.
Then, by Theorem 1, £ [=ic ¢ iff £ |=sc ¢'. Therefore, by
Lemma 3 the thesis follows. O

From Lemma 1, Lemma 4, Theorem 1, and from the fact
that the algorithm SC-Entails(€, ¢) can be executed in nonde-
terministic polynomial time in data complexity, we obtain:

Theorem 5. IC-REC[/BUCQ] is coNP-complete in data
complexity.

5.2 Acyclic Policies

Given the intractability results for the set of all DL-Liteg
CQE instances presented above, in this section we focus on
a subclass of DL-Liteg CQE instances, whose policies enjoy
an acyclicity property.

First, we extend the notion of first-order rewritability de-
fined over ground ABoxes to the case of ABoxes with labeled
nulls and to the problems of SC-entailment and IC-entailment
of BUCQs. Given an ABox 4, we define the FO interpreta-
tion Z 4 over the predicates I'c U I'g plus the additional new
concept Ind, and the constants I'; UL i (i.e. in Z4 we consider
the symbols from I'y as ordinary constants):

A AIA :F[UFN;

e a4 = qaforeverya € T UTy;

« for every concept name C, C74 = {a | C(a) € A};

« for every role name R, RT4 = {(a,b) | R(a,b) € A};

e Ind™ =T.

Given a TBox 7T, a policy P and a BUCQ ¢, and X €
{SC, IC}, we say that a FO sentence ¢’ is a first-order rewrit-
ing of X-entailment of q for T and P if, for every ABox A,
(T, A, P) Ex qiffeval(q', Z4) is true.

Our goal now is to define an algorithm that, for a DL-Liter
TBox 7T and a policy P, is able to construct a first-order
rewriting of SC-entailment of ¢ for 7 and P. This is not
possible in general, given the coNP-completeness result pro-
vided by Theorem 5. Therefore, we now define the subclass
of policies that are acyclic for a DL-Litez TBox.

Given a DL-Litex TBox 7 and a policy P, the dependency
graph of T and P, denoted by G(T, P), is the directed graph
defined as follows: (i) the set of nodes of G(T,P) is the set
of predicates occurring in 7" U P; (ii) there is a P-edge from
node p; to node po in G(7,P) if and only if there exists an
epistemic dependency of the form (1) in P such that p; occurs
in qp and po occurs in qp; (iii) there is a T-edge from node pq
to node py in G(T,P) if and only if there is a concept or role
inclusion in 7 such that p; occurs in the left-hand side and p,
occurs in the right-hand side of the inclusion.

Definition 8. Given a DL-Liter TBox T and a policy P, we
say that ‘P is acyclic for T if there exists no cycle in G(T,P)
involving a P-edge.

Informally, the graph G(T,P) represents the logical de-
pendencies between the predicates in 7 and P: a P-edge
(resp., a T-edge) from p; to po means that predicate p; may
have a direct implication on po through P (resp., through
T). The notion of acyclicity defined above guarantees that,
if (p1,p2) is a P-edge in G(T, P), then there is no path from
P2 to p1, i.e. p2 does not have any (direct or indirect) impli-
cation on p;.

Example 5. The following ED aims to hide the hierarchical
structure of an organization unless it is public.

d¢ = Vz,y(KhasPosition(z,y) —
K Fz(workslIn(z, z) A PublicOffice(z))))

Moreover, we want to hide the fact that a person collaborates
with a secret service unless she holds an important position
(KeyPosition), for example, she is the director. The following
ED achieves this goal:

97 = V(K Jy(collaborate(z, y) A SecService(y)) —

K Fz(hasPosition(z, z) A KeyPosition(z)))
Let the policy P be P = {d, 07} For the
empty TBox T = (, one can see that P is acyclic
for T. Conversely, for the DL-Liteg TBox T =
{worksIn T collaborate}, P is not acyclic for T, since
there is a cycle in G(T,P) constituted by the P-edges
(collaborate, hasPosition) and (hasPosition, worksln) and
the T-edge (worksln, collaborate). "

With this notion in place, we can now describe the de-
cision problem we are going to study. Specifically, for
X € {SC, IC}, we consider the recognition problem X-
ARECIL,], which is parametric w.r.t. a Boolean query lan-
guage £,. X-AREC[L,] is defined exactly as X-REC[L,]
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except that the input DL-Litegr CQE instances (7T, A, P) are
such that the policy P is acyclic for 7.

From now on, given a set of CQs Q,! we denote by And(Q)
the CQ Elgj'( /\HqueQ (;5), where 3/ is a sequence of all the ex-
istentially quantified variables occurring in Q.

Given a TBox 7, a policy P and a CQ ¢(Z),
we denote by ¢,.(T,P,q(Z)) the CQ (with free
variables &)  And(PolicyCons(T,P,{q(Z)}),  where
PolicyCons(T,P,{q(Z)}) is as in Definition 7, consid-
ering the free variables in & as new constant symbols.
Lemma 5. Let £ = (T,A,P) be a DL-Liteg CQE in-
stance, let P be an acyclic policy for T, and let ¢(%)
be a CQ. For every ground substitution  for T, there ex-
ists an optimal CQ-censor of £ that contains the BCQ
q(©) if and only if eval(q,(€),Z4) is true, where q.(%) =
PerfectRef(¢pc (T, P, q(Z)), T).

Given a BCQ ¢, we say that a BCQ ¢’ is a clash for q in
& if there exists an optimal CQ-censor of £ containing ¢’ and
there exists no optimal CQ-censor of £ containing both ¢ and
q'. Given a BUCQ ¢, we say that a BCQ ¢’ is a clash for ¢ in
£ if for every ¢” € ¢, ¢’ is a clash for ¢” in &.

Now, let ¢ be a BUCQ and let ¢’ (Z) be a CQ. We denote
by Clash(q, q'(Z), T, P) the following FO formula (with free
variables ¥):

PerfectRef(¢ppe (T, P,q' (%)), T) A
( /\ _‘PeffeCtRef((bpc (Ta PvAnd({ql(f)7 q’b)})7 T>>

qi€q

Using Lemma 5, we are able to prove the following property.
Lemma 6. Ler £ = (T,A,P) be a DL-Liteg CQE in-
stance, let ¢ € BUCQ, let ¢'(¥) be a CQ, and let
qgi € BCQ-Cons(T U A) for every q; € q. Then,
for every ground substitution C for T, ¢'(¢) is a clash
for q in & iff eval(q(C),Z4) is true, where qu(T) =
Clash(q,q' (%), T, P).

It is now possible to show that, in the case of DL-Liteg
CQE instances in which P is an acyclic policy for 7T, if a
clash for a BUCQ ¢ exists, then there exists a clash for ¢
whose length depends only on the size of P U T U {q}.
Lemma 7. Let £ = (T, A, P) be a DL-Liter, CQE instance
such that P is acyclic for T, and let ¢ be a BUCQ such that
gi € BCQ-Cons(T U A) for every q; € q. Then, £ |=sc q iff
there exists no BCQ q' such that ¢' is a clash for q in £ and
Len(q') < £, where { = m - k", m is the number of BCQs in
g, k = MaxLenCQ(P), and h is the number of EDs in P.

We can now define an FO sentence and then prove that it
provides a first-order rewriting of SC-entailment of BUCQs.

Definition 9. Let T be a DL-Literz TBox, let P be an acyclic
policy for T, and let ¢ € BUCQ. We define the FO sentence
SC-Entailed(q, T, P) as follows:

\/ ( /\ PerfectRef(qi;, T) A /\

qPep~(q) i€ q;€9\qP

/\ - (3% (Clash(q”, ¢ (%), T, P) A /\ Ind(:r))))

7' (¥)eQ TET

—PerfectRef(q:, T) A

'W.1.o.g. we assume that the sets of existentially quantified vari-
able symbols used by the CQs in Q are pairwise disjoint.
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with o~ (q) = ©(q) \ {0}, where p(q) is the powerset of q,
Q is the set of CQs defined over the predicates and constants
occurring in {q} UPUT and whose maximum length is m-k",
m is the number of BCQs in q, h is the number of EDs in P,
and k = MaxLenCQ(P).

Based on Lemma 6 and Lemma 7, we are able to prove the
following crucial property for SC-Entailed(q, T, P).
Lemma 8. Let £ = (T, A, P) be a DL-Liteg CQE instance
such that P is an acyclic policy for T, and let ¢ € BUCQ.
Then, SC-Entailed(q, T, P) is a first-order rewriting of SC-
entailment of q for T and P.

The above first-order rewritability property of SC-
entailment of BUCQs immediately implies the next result.

Theorem 6. SC-AREC[/BUCQ)] is in ACY in data complex-
ity.

Finally, given a BUCQ ¢, we define the sentence
IC-Entailed(q, T, P) as follows:

V,eq SC-Entailed(q;, T, P)

It is then easy to prove the analogous of Lemma 8 (and
Theorem 6) for IC-Entailed(q, T, P) and IC-entailment.

Lemma9. Let £ = (T, A, P) be a DL-Liter CQE instance
such that P is an acyclic policy for T, and let ¢ € BUCQ.
Then, IC-Entailed(q, T, P) is a first-order rewriting of IC-
entailment of q for T and P.

Proof. The result follows immediately from Lemma 8 and
from the fact that £ =ic ¢ iff there exists a BCQ ¢; € ¢
such that £ [=gc ¢; (the latter property easily follows from

Definition 5 and Theorem 1). O]
Theorem 7. IC-AREC[BUCQ] is in AC® in data complex-
ity.

6 Conclusions

The results given in this paper are summarized in Table 1.
Beyond their theoretical connotation, our results for acyclic
dependencies are particularly interesting for practical appli-
cations, since data complexity in these cases is the same as
that for standard query answering over databases, and this
paves the way for implementation through consolidated SQL
technology. Moreover, the table shows that confidentiality is
preserved in most of the cases that we have considered.

We posit that the epistemic nature of our framework makes
it suited to being extended to incorporate user background
knowledge, which can be modeled through appropriate epis-
temic formulas. The implications of this extension remain a
subject for future investigation. Further possible development
may explore ontology languages alternative to DL-Literg,
such as ££ [Baader et al., 2005] or the OWL 2 profiles [Motik
et al., 2012]. Additionally, extending the framework to ac-
commodate preferences on data to be censored while ensur-
ing compliance to the policy, as in [Cima er al., 2021], and
examining a dynamic context where censors filter responses
based on previous answers, as explored in [Bonatti et al.,
2022], are paths for further research.
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